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Abstract

We design protocols for single-packet oblivious end-to-end com-
munication problem according to induced shortest path requirement
for several types of reliability networks modeled by random graphs.
The most part of this paper contains an analysis of the protocols.
Namely, the protocol for random k-dimensional generalized hyper-
cubes GH uses packets with header size O(k) bits and the protocol
for n-node random tori 7" uses packets with header size O(log n) bits.
Validity of the both protocols is satisfying whenever a necessary con-
dition expressed in the form of the existence of induced shortest paths
holds. We also claim the necessary conditions of fault-tolerant end-
to-end communication protocols over the random graphs GH and T,
respectively. These conditions are described in the terms of threshold
functions and phase transition phenomena in random graphs.



1 Introduction

In recent years, massive exploitation of information technologies based on
communication networks and multiprocessor architectures has caused the
area of distributed computing and distributed systems to become of great
interest by many researchers. One of the primary objects of study is the
problem of reliable functioning of distributed systems. Many unreliable or
defective models of distributed systems were examined: there are various
types of faults in combination with several different models of their distri-
bution. In this paper we adopt the model of interconnection networks with
crash-fault communication links satisfying probabilistic distribution. This
model is more realistic in practice than a so called worst-case model in which
a bounded number of adverse distributed faults occur. The model used in
our paper is as follows: we consider a point-to-point communication network
modeled by a simple connected graph H in which the links fail independently
with the failure probability f =1 — p. It can be described as a generaliza-
tion of the standard Erdos-Rényi random graph model. The fundamental
problem, which arises in the reliability network model, is to guarantee such
the operating conditions of the network which allow the faulty-free or near
faulty-free communication among the nodes. Faulty-free communication is
usually understand as the communication under the such conditions that
the failure probability f is within the interval in which the random graph
is connected (or "multiconnected”) with high probability. Near faulty free
communication usually means that the communication among the nodes is
executed inside a connected subnetwork of the base network. Such a sub-
network can be mostly considered as a linear-sized connected component of
the base graph. Networks with (near) faulty-free properties are also called
robust networks and their graph-theoretic parameters are interesting for de-
signing reliable routing strategies or other types of robust communication
protocols.

Many various routing/communication algorithms and protocols were de-
signed but their fault-tolerant (robust) characteristics are very different. We
will consider a model which attains strong fault-tolerance, called oblivious
end-to-end communication model in this paper. The end-to-end communi-
cation is the problem of sending a sequence of packets from a designated
node called sender to a designated node called receiver through an un-
reliable communication network. This problem represents a fundamental
task in distributed computing. Oblivious end-to-end communication means



that transmitted packets contain headers with routing information and each
routing decision is based solely on the content of the header. It means that
nodes of the network do not keep routing information. The main advantage
of such the model is its high fault-tolerance. We will consider an oblivi-
ous single-packet end-to-end communication problem in the network with
randomly defective communication links in our paper. To optimizing the
traffic in the network we examine a model of communication which uses
induced shortest paths exclusively. We design a protocol for the mentioned
communication model and investigate its properties.

1.1 Random Graph Model and Reliability Networks

We consider a point-to-point communication network modeled by a simple
connected graph H = (V, E), where V is the set of nodes (or processors)
and FE is a set of edges (or bidirectional communication links). The links of
the network are either operational or inoperational (failure). Assume that a
random graph G is obtained from a graph H with node set {1,...,|V(H)|}
by independently removing each edge of H with a failure probability 1 — p.
For each spanning subgraph G of H it holds that V(G) = V(H), E(G) C
E(H) and we will denote the set of all spanning subgraphs of H as 2%,
Let G(H,p) = (2, Pr) be a probability space of random graphs, such that
G € G(H,p) is a uniform labeled random spanning subgraph of H, where
Q =21 and
Pr[G] = plB@(1 — p) EUDI=IEG)]

This model, called the reliability network model, appears in [7] and [28]
and is described in more details in [16]. Reliability network is a natural
generalization of the binomial random graph model of Erdés-Rényi, denoted
hereafter G(n, p), for which H = K, the complete graph on n nodes.

1.2 The Communication Model

We will examine the model of oblivious single-packet induced shortest paths
end-to-end communication. We assume the point-to-point message-passing
model of distributed system such that the communication network is repre-
sented by a reliability network model (a random graph) defined as before.
Let us consider a static fault model in which links cannot change their
status during the computation. The end-to-end communication problem



(also called reliable communication) is the problem of sending a packet (or
sequence of packets) from one specified processor S (sender) to another
specified processor R (receiver) over an unreliable communication network.
The network is assumed to be asynchronous. It means that the time for a
packet to pass a link is finite but unbounded. We consider the single-packet
end-to-end communication problem requiring the transmission of at least
one packet from S to R. On the other hand, stream-of-packet end-to-end
communication is the problem requiring the transmission of a sequence of
packets from S to R. This problem is not considered in our paper.

We will investigate the properties of protocols for single-packet end-to-
end communication problem. We consider oblivious (memoryless) protocols
which take their routing decision at every node of the network, but the
routing decision is based wholly on the content of the header of the packet.
It means that the complete routing information is kept in the header of the
packet. Each node of the networks ”knows” only its self unique identification
number and uniquely distinguished number of its ports (outgoing edges).
The advantage of the oblivious protocol is their high tolerance to the failures
occurred in the network, cf. [1]. In contrast, e.g. interval routing, in which
the routing information in the form of intervals is kept by each node, has
very poor robustness, cf. [30, 34].

We will measure the performance of the oblivious single-packet end-
to-end protocol by the maximum size of the headers involved during the
protocol execution. Packet-header size represents the amount of the routing
information for the such distributed protocols. There are two requirements
for each oblivious single-packet end-to-end communication protocol:

1. (reception) its execution allows to arrive at least one copy of the packet
sent from its sender S to the receiver R,

2. (termination) after a finite time, no copy of the packets remains in
the network.

Generally, end-to-end protocols can use arbitrary paths for transmitted
packets. We will focus on protocols with induced shortest paths. Let H ge a
graph of the network. For two nodes u, v, € V(H), let the notion u — v path
means the path of H with extremities v and v. We will denote a u—v path as
P, . Let disty(u,v) denotes the distance of nodes v and v in the graph H.
Let G € G(H,p) be a random graph and let v and v be as before. It holds
distg(u,v) > distg(u,v), since G is a subgraph of H. Each v —v path of G



with the length disty (u,v) will be called shortest u — v path induced by the
graph H, or shortly (H-)induced shortest path. The properties of induced
shortest paths are investigated in more details in Section 4. The end-to-end
communication protocol (over a reliability network) in which transmission
of each packet from a sender S to the receiver R is executed along induced
shortest paths is said to be induced shortest path end-to-end communication
protocol (shortly ISP end-to-end communication protocol).

1.3 Related Work

Hop-count protocol [32] is a basic protocol for an oblivious end-to-end com-
munication problem for unreliable networks with static link failures. It uses
headers of size O(logn) in n-node networks. M. Adler and F. Fich have
shown that the complete graph of n nodes requires headers of size Q(logn),
cf. [1]. They also claimed that the oblivious end-to-end communication
problem is closed under taking minors. P. Fraigniaud, C. Gavoille in [11]
studied the lower bounds on the header size for 2-dimensional meshes and
planar graphs. They have also shown that the lower bound on the header
size depends on the tree-width of the network. Analysis of several versions
of hop-count protocol is provided in [19]. For other results and several open
questions see e.g. [10, 11].

Concept of a reliable communication over unreliable networks was stud-
ied in many works. We mention only two of them. Detailed analysis of
bounded protocols for on-line sequence transmission including the model of
probabilistic error assumption is presented by Y. Mansour and B. Schieber
in [24]. The formal model of communication protocols over unreliable chan-
nels is described in [2]. There are also shown several properties of such
a model in the latter paper. For an introduction to fault-tolerance and
unreliable distributed systems we refer the corresponding sections in the
monographs [6, 34], respectively.

Considering a bounded degree graph H, it is easy to show that a random
graph of G(H,p) has not to be necessary connected for a constant proba-
bility p. In spite of this, several works about the random regular graphs
are concerning with their near faulty free properties. In particular, A. Go-
erdt in [12, 13] has stated that p = 1/(d — 1) is a threshold probability
for the existence of linear-sized component in almost all random d-regular
graphs. The extension of this result to the linear-sized subgraph which is
an expander from the same author can be found in [14]. The threshold for



a linear-sized component of the form p = 1/k for a k-dimensional random
hypercube is due to M. Ajtai, J. Komlos and E. Szemeredi, cf. [3] and
the threshold for the same problem for 2-dimensional n x n random grid
is p=1/2, cf. [17]. Finally, the threshold values for the multiconnectivity
properties for random regular graphs were claimed. The results are due to
S. Nikoletseas, K. Palem, P. Spirakis, M. Yung, cf. [27, 28]. The notion
of the threshold function plays a crucial role in the studying of the phase
transition phenomena of random graphs when the graph process is between
its subcritical and supercritical phase, cf. [4, 16, 22]. (Recently, the phe-
nomenon of phase transition was observed also in the small world graphs,
[25].) This concept is very similar to the physical view on the phase tran-
sition. Thus, the problem of percolation in physics is closely related. The
end-to-end communication model over random graphs seems to be nearly
identical to bond (edge) percolation. The result of H. Kesten [17] is one of
the earliest that can prove this similarity. For the other works about the
percolation see [18, 26, 33].

1.4 Our Results and Outline of Paper

We focus on the probability spaces of random k-dimensional generalized hy-
percubes G(GH?,p) and random k-dimensional tori G(T¥,p) in our paper.

We will show that there is a protocol for oblivious single-packet induced
shortest paths end-to-end communication for random k-dimensional gener-
alized hypercubes GH € G(GHE,p) which uses packets with header size
O(k) bits and the similar protocol for n-node random tori 7' € G(T¥,p)
which uses packets with header size O(klogs) = O(logn) bits.

We deal also with the validity of protocols with respect to the proposed
communication model. We will show, in particular, that each end-to-end
G H*-induced shortest path communication protocol over a random gener-
alized hypercube GH € G(GHE,p), with high probability, does not satisfy
the reception requirement if p < p; = 2/(k + 1). The analogous value for
random tori T' € G(T¥,p) is pp = 1/k.

The organization of the rest of this paper is as follows. Section 2 contains
a description of necessary notions and definitions. The protocols for the
mentioned communication problem are described in Section 3. Section 4
contains analysis of the necessary condition for a reliable communication
with respect to our communication model. Concluding remarks are given



and other related/open problems are discussed in Section 5.

2 Definitions and Background

Asymptotic notation (such as O,0,,0) is used in the usual way in this
paper.

2.1 Monotonicity and Threshold Functions

A family of subsets Q C 2 is said to be increasing if G; C G and G; €
Q imply that G2 € Q. A family of subsets Q' is decreasing if 27 \ Q'
is increasing. A family which is either increasing or decreasing is called
monotone. A family of graphs from 29 can be identified with a graph
property.

Threshold functions are defined for monotone properties. In our paper
it is sufficient to introduce them only for increasing properties. For other
details see [16]. Let H be an n-node graph and let @ be an increasing pro-
perty of graphs from 2%. A function p = p(n) is called threshold function
for @ iff both of the following conditions hold:

nhféo% =0 = lim Pr[ G(H,p(n)) has Q] =0,
7113202(—2; =1 = 7}Ln;oPr[ G(H,p(n)) has Q | = 1.

The notion of the threshold function plays a crucial role in the studying of
the phase transition phenomena of random graphs, cf. [4, 16, 22].

2.2 Cayley Graphs

Let (T, o) be a finite group (with binary operation o) and let A € I" be a set
of its generators. Then Cay(I', A) = (V, E) is said to be the Cayley digraph
of the group I' generated by A iff:

o V=T,
e E={(u,v) | Jac Auoa=0v}.



If A is without an identity element and closed under inverses, then
Cay(T, A) is a simple graph and it is called Cayley graph. Each Cayley
graph is vertex-symmetric and this implies that it is also regular.

Let (Z s, ®) denote the group of integers modulo s > 1 with the binary
operation @ and with the zero (identity) element 0. For a positive integer k,
let Z ’;” denote a Cartesian product of k groups (Zs, ®). Let ¢; denote i-th
unit (k-dimensional) vector and let —e; stands for its inverse. An example
is, e.g. 1 = (1,0,...,0) and —e; = (—1,0,...,0). We will use following
Cayley graphs.

Generalized hypercube. For positive integers s and k, a k-dimensional
generalized hypercube (also called Hamming graph) GHY is defined as
Cay(Z*, A), where A={c-e; | 1<i<k, ce (Z,\{0})}.

In particular, GHY is called k-dimensional hypercube and it is denoted by
Hy,.

Tori. For positive integers s and k, a k-dimensional torus T* is defined as
Cay(Z* { +e; | 1<i<k}).

For other types of Cayley graphs and their properties see e.g. [5, 15, 21,
23]. Cayley graphs such as hypercubes or tori are often used as intercon-
nection networks for parallel and distributed algorithms, [20, 34].

3 Oblivious ISP End-to-End Communication
Protocols for Reliability Networks

Let S be a sender and R be a receiver in an n-node network. Assume an
oblivious single-packet end-to-end communication problem. Standard hop-
count protocol [32] which solves this problem is based on the idea of flooding
algorithm [6] designed for e.g. the problem of broadcast in distributed
systems. The main principle behind the hop-count protocol is that a node
receiving a packet whose header involves the hop count 7 < n — 1 updates
the hop count value by setting j + 1 instead of 7 and forwards a copy of
the packet with the new header to each its neighbors. If the hop count of
the packet is j = n — 1 then node removes such packet. The diameter of a
network is at most n — 1 and thus, if S and R are connected then at least
one copy of a packet sent from S eventually reaches R and the remaining
packets are removed from the network.

Although the hop-count protocol has high tolerance to the failures possi-



bly occurred in the networks its main disadvantage is generation of too many
packets during the computation. To eliminate this disadvantage we design
a protocol that uses only induced shortest paths (ISP). Our protocol solves
the problem of oblivious ISP end-to-end communication. It is designed for
random generalized hypercubes and random tori and it has different prop-
erties for each of these two types of network. We divide description of these
two cases into separate subsections.

3.1 Protocol for Random Generalized Hypercubes

Recall the definition of a generalized hypercube GHF. It holds that
GHY = Cay(Z"*, A) where A= { c-e; | 1 <i <k, ¢ € (Zs\{0}) }is the set
of generators. Let topology of the network be given by a random generalized
hypercube GH € G(GHF,p). Assume that each node (processor) of the net-
work has an identification number v € Z ’;” and it also knows the parameters
s and k. Moreover, each its outgoing edge (port) is labeled according to the
generator of the corresponding edge. (Such labeling of edges is identical to
a Cayley sense of direction or Group-based structural information, cf. [8].)
For a generator a € A we will denote the corresponding outgoing port as
e(a). Each packet is denoted by (h, M), where h is the header and M is
the contents of the packet. The header of each packet is a k-dimensional
vector of bits h = (h1,...,hy), where h; € {0,1} for i = 1,... k. Ini-
tially, h is a zero-vector and each send-statement causes that the number
of ones in A is increased by one. Our protocol, called GH, starts from S
that sends packets (h, M) to all its neighbors, where h = ¢; iff the packet is
transmitted along a port e(c - €;). It means that the header containing the
one on its jth position is sent along the all ports that are associated to the
generators with the nonzero value on jth position. Of course, packets are
transmitted only via operational links (ports). The transmission of packets
continues by the similar manner through ”intermediate” processors. When
an intermediate processor u receives a packet which header h contains r
ones (r < k), it sends its copy (copies) with a new header h’ which contains
7+ 1 ones. If it holds that A’ = h ® ¢; then the packets with headers h’ are
sent along the all operational ports e(c-¢;) for c =1,...,s — 1. (Symbol
”@” stands for the addition of vectors modulo s.) The communication is
terminated when a processor receives packet(s) in which the header is equal
to the k-dimensional vector of ones, i.e. h = (1,...,1) = 1. The protocol
for a receiver R is very simple: R is waiting for a packet(s). When it is



delivered, the receiver switches to the state success. The formal description
of the protocol is as follows.

Protocol GH: sender S

forc=1tos—14do
fori=1tokdo
if port e(c-€;) is operational then
h:=¢; ;
send (h, M) via port e(c-g;)

The formal description of the protocol for the ”intermediate” processor u
follows. It holds: u # S and v # R. Recall that h = (hq, ..., hy), symbol @
represents the extension of the operator addition modulo s to vectors and
1=(1,...,1) of k dimensions.

Protocol GH: processor u

upon receiving (h, M)
if h # 1 then
forc=1tos—1do
fori=1to k do
if h; = 0 and port e(c - ;) is operational
then
K :=hde; ;
send (h/, M) via port e(c-¢;)

Protocol GH: receiver R

upon receiving (h, M)
result success

Before proving the correctness of the protocol GH we show an example of
its execution.

Example 1 Let k = 5 and s = 8, let S = (3,0,2,6,1) and R =
(4,6,2,1,3). We describe an example of one possible communication from
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S to R. One transmission step (a send-receive sequence) is denoted by h—>,
where h is a header of a transmitted packet. A transmission step is an ac-
tion between two processors denoted by 5-tuple identification numbers.

3,0,2,6,1) 2% 356261 T (4,6,2,6,1) ML

(4,6,2,1,1) ""5Y 4.6,2,1,3)

Note that the communication can be viewed as a computation over the group
Z ’; from the initial vector S to the resulting vector R with the sequence of
operations chosen nondeterministically. Fach operation corresponds to the
one application of a some generator to a given vector.

In order to prove the correctness of the protocol it is necessary to show
that it satisfies the requirements of (1) reception and (2) termination. More-
over, it have to insure correct transmission of packets along induced shortest
path(s) in random generalized hypercube. To prove this we will need the
fact that the distance between two nodes u and v of GHF is the number of
coordinates in which differ vectors u and wv.

Lemma 1 In every admissible execution of the protocol GH in generalized
hypercube GHY, at least one copy of a packet sent from the sender S is de-
livered to all other nodes of GHF. Each packet delivered to R is transmitted
along a shortest path.

Proof. The proof proceeds by induction on k. The first part of the assertion
follows from the definition of the generators: a set A C B is a set of gen-
erators if any element of B can be obtained as a product of finitely many
elements of A.

For k = 1 the set of edges of GH! corresponds exactly to the set of
generators of the group Z;. Thus the sender S sends packets to all other
nodes of the network. The transmission of packets passes exactly along
the shortest paths, since the execution of the protocol GH : u terminates
without sending any packet.

Let k£ > 1. We will distinguish two cases.

1. A processor u receives a packet with header in which hy, = 0. It means
that no copy of this packet has already been transmitted trough processors
v = (v1,...,vx) which identification numbers differ in kth position. The
generators for all such vertices are elements ¢ - ¢, for ¢ = 1,...,s — 1.
Consequently, according to the statement of GH : u "for i = 1 to k do”,
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by the assignment i = k, copies of the received packet will be sent towards
all nodes with different kth position.

2. A processor u receives a packet with header in which hp = 1. It
means that copies of this packet have already been transmitted trough all
the processors which identification numbers differ in kth position. Conse-
quently, the condition ”if h; = 0... then...” causes that no copy of the
packet will be sent twice to the mentioned nodes. Hence, at lest one copy
of a packet sent from S is delivered to all other nodes in the network.

The assertion that packets use only the shortest paths follows from the
following property. The condition ”if h; = 0... then...” and the assign-
ment "h' := h @ ¢;” for a fixed i cause that no copy of the same packet
is transmitted twice along the edge generated by the generator in ith di-
mension. Therefore, if S and D differ in [ positions then the each packet
addressed to R from S must passes through a path with the length I. <

Lemma 2 FEvery admissible execution of the protocol GH in random gen-
eralized hypercube GH € G(GHP, p) is terminated and it uses packets with
header size at most O(k) bits.

Proof. The termination of the protocol follows directly from the condition
7if h # 1 then” of GH : u. When the equation A = 1 holds then no
other send-statement is executed. Note that according to the assignment
statement "h' := h @ ;" each receive-send action (i.e. once execution of
the protocol GH : u) increases the number of ones in h by one. Hence, the
protocol GH is terminating.

Each packet is a k-dimensional vector of bits. For the description of this
format we can use at most c¢- k bits for any appropriate constant c. Hence,
the total number of bits to encode each packet is at most O(k). ¢

Lemma 3 If there is a GHE-induced shortest path between nodes S and R
in GH € G(GHE,p) then every admissible execution of the protocol GH
insures that at least one copy of a packet sent from S is delivered to R.

Proof. The proof follows from the definition of the induced shortest path,
Lemma 1 and properties of the protocol. Let distGH§(S, R) = [. If there
is at least one G HP*-induced shortest path between nodes S and R then its
length is {. Let us denote one such path as Pg gr. It implies that all links
along the path Pg r are operational. Consequently, there is a sequence o of

12



generators that correspond to the links along the path Pg r. Each execution
of the protocol GH "finds” all possibilities how to reach from S to R along
induced shortest paths. (See Example 1.) It means that each execution
of the protocol GH must ”find” also the sequence of generators ¢ which
corresponds to the path Pg r. (For the details see the proof of Lemma 1.)
The argument is that all links occurred in Pg r are operational, thus the
condition ”if port e(c-¢;) is operational” falls true for all ¢-¢; € 0. Hence,
at least one packet from S is arrived in R. <

Note that the existence of a G H¥-induced shortest path between nodes
S and R is the necessary condition for the correct reception of the packet(s)
by R.

According to Lemma 1, 2 and 3 we have obtained the following main
result.

Theorem 1 There is a protocol such that if there is an GH-induced short-
est path between nodes S and R then it solves the problem of oblivious single-
packet induced shortest paths end-to-end communication problem over a ran-
dom generalized hypercube GH € G(GHF,p) with packet-header size O(k)
bits.

3.2 Protocol for Random Tori

The protocol for random tori, called T, is based on the same idea as the
previous one. According to the definition of torus T% = Cay(Z*, { £¢,|1 <
1 <k }), we assume that each node (processor) of the network has its own
identification number v € Z f and it also knows the parameters s and k.
Similarly as in the previous case, the labels of the outgoing ports correspond
to the generators of T*. The main difference is in the format of the packet
headers. Each header ¢ of the protocol T is of the form of k-dimensional
vector of integers t = (t1,...,tx), where t; € {—|s/2],...,0,...,[s/2]} for
i = 1,...,k. Initially, ¢ is a zero-vector and each send-statement causes
that ¢ will be changed by one exactly in the one position. More precisely,
sender S sends a packet with the header ¢t = a via the operational port e(a),
for each generator a = +e;, where ¢ € {1,...,k}. When an intermediate
processor u receives a packet with the header t = (¢1,...,t) it first checks
whether the absolute value of each ¢; is lower than |s/2]. This condition
is necessary for the reason that the diameter (maximum of the distances
between two nodes over all pairs of nodes) of a torus T is k- | s/2] and for

13



a cycle in one dimension it is |s/2]. Consequently, for each i € {1,...,k}
for which the condition |¢;| < |s/2] falls true (].| denotes absolute value)
the next execution of the protocol continues separately in two cases.

1. If t; > 0 then the packet with the header ¢’ = ¢ + ¢; is sent via
operational port e(g;); the symbol 4" denotes the standard addition of
vectors,

2. if t; < 0 then the packet with the header t' =t —¢; is sent via opera-
tional port e(—e¢;); binary operator ” —” stands for the standard subtraction
of vectors.

For t; = 0 both of the cases are executed. It follows that each send-
statement causes increasing/decreasing exactly one coordinate of the header
t by one. It corresponds to the passing of a packet through exactly one
operational link.

The receiver R executes the following protocol: upon receiving a packet
it switches to the state success. The formal description of the protocol is
listed below.

Protocol T': sender S

fori=1to k do
if port e(e;) is operational then
send (¢;, M) via port e(g;)
if port e(—¢;) is operational then
send (—e;, M) via port e(—¢;)

For the intermediate node u it holds: u # S and u # R. Binary operators
V477 =7 respectively, stand for the standard addition and subtraction of
the vectors.

Protocol T: processor u

upon receiving (t, M)
fori=1tok do
if |t;] < [s/2] then
if ¢; > 0 and port e(g;) is operational
then
ti=t+e¢e ;
send (t', M) via port e(g;)

14



if t; <0 and port e(—¢;) is operational
then

ti=t—¢g; ;

send (', M) via port e(g;)

Protocol T': receiver R

upon receiving (t, M)
result success

To better understanding of the protocol we list the following example.

Example 2 Let k =4 and s = 5, let S = (3,0,2,4) and R = (4,3,2,1).
We describe an example of one possible communication from S to R. The

h ) .
symbols such as — are used by the same manner as in the previous
example.

3.024) " @o20 MY @ozn O
(37 47 27 ]-) (O:*ﬂ?) (3, 3, 2, ]_) (1’7ﬂ>2) (4’ 37 2’ ]_)

Note that the absolute value of each header coordinate must be lower than
or equal to |5/2] = 2.

Before proving the correctness of the protocol we note that the distance of

two nodes u = (ug,...,ux) and v = (vy,...,vx) of TF is given by:
k
distpr(u,v) = Zli’
i1

where for each ¢ € {1,...,k} it holds:

L — |U,1‘—Ui| if |U,1‘—Ui| SS/Q,
! s—lu; —vi| i |ug — v| > /2.

As before, the correctness proof of the protocol involves the parts about its
reception and termination validity as well as about the correct transmission
of packets along induced shortest path(s) insurance.
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Lemma 4 In every admissible execution of the protocol T in torus TF, at
least one copy of a packet sent from the sender S is delivered to all other
nodes of TX. Each packet delivered to R is transmitted along a shortest path.

Proof. At first we prove the part that at least one copy of a packet is
delivered to all nodes except S. It is sufficient to restrict our attention only
on one dimension, say jth. Let j be a fixed number such that 1 < j < k.
Recall the definition of the generators. We have two generators for jth
dimension, €; and —e;. Note that ports e(e;) and e(—¢;) are opposite. It
means that if a packet was received from the port e(e;) then the consecutive
action which sends this packet via the same port e(e;) is redundant. It yields
that considering each dimension, packets are passed exclusively in one of the
two possible directions. In spite of this, jth position in the packet header
always indicates the direction in which the copies of the packet are passed.
If t; > 0 then the direction follows the direction of the generator £;. The
opposite direction is active for ¢; < 0. The header with ¢; = 0 indicates
that such packet is not still passed along jth dimension. This is the only
situation when such packet is sent via the both ports e(e;) and e(—¢;). (See
the corresponding statements in the protocol.) Each send-statement via the
port e(e) or e(—¢), respectively, causes incresing/decreasing of the value ¢;
by one. This process continues until [¢;| = [s/2]. Recall that this value
represents the maximal distance between two nodes in one dimension. Note
that for s even, the nodes that are at the distance [; = s/2 from the sender
S receive the packets from both opposite directions. (For odd s, it is only
from the one direction.) Such the way the packets from S are delivered
to all nodes that differ in jth coordinate. Moreover, no copy of the same
packet is transmitted twice along the same edge. A generalization of this
analysis to all coordinates completes the proof.

In order to prove the second part of the lemma it is sufficient to reflect
the fact that for a given header ¢, the addition of all |¢;| for i = 1,...,k
expresses the distance between S and the node that received the packet
with header ¢. The rest follows from the previous analysis and from the
definition of the distance in T¥. Alternatively, this assertion can be also
proved by induction on the distance between S and R.

Lemma 5 FEvery admissible execution of the protocol T in random torus
T € G(Tk,p) is terminated and it uses packets with header size at most
O(klog s) bits.
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Proof. The ”termination condition” is: |¢;| = |s/2] must hold together for
eachi = 1,..., k. Let us denote this condition by C. It is easy to see that the
protocol T : u does not send any message whenever C is true. Initially, each
header is a zero-vector and each send-statement increases/decreases exactly
one coordinate of ¢ by one. The increment-operation is executed exclusively
if t; > 0 (for each j) and the decrement one exclusively if ¢; < 0. It
yields that after a finite number of send-statements each header will satisfy
the condition C. Consequently, the protocol T satisfies the termination
requirement.

Each header is a k-dimensional vector of integers. It is necessary to
encode at most s + 1 integers in each coordinate. This can be done by at
most [log,(s+1)] bits. The expression can be estimated by the upper bound
log, s 4 ¢ for an appropriate constant c. It yields that the requirements for
the size of the packet header are at most O(klog s) bits. ¢

Lemma 6 If there is a TF-induced shortest path between nodes S and R in
T € G(TF,p) then every admissible execution of the protocol T insures that
at least one copy of a packet sent from S is delivered to R.

Proof. The proof is the same as the proof of Lemma 3. <

As before, the existence of a T*-induced shortest path between nodes S
and R is the necessary condition for the correct reception of the packet(s)
by R.

The following main result is the direct consequence of Lemma 4, 5 and
6.

Theorem 2 There is a protocol such that if there is an T*-induced shortest
path between nodes S and R then it solves the problem of oblivious single-
packet induced shortest paths end-to-end communication problem over a ran-
dom torus T € G(T¥,p) with packet-header size O(klogs) bits.

4 Necessary Conditions for ISP End-to-End
Communication Protocols

We deal with the necessary condition of the existence of induced shortest
paths (ISP) between nodes S and R in more details in this section. We
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employ the observation that ISP end-to-end communication problem is very
resembling the directed percolation, cf. [18, 26], especially to the directed
bond percolation. This similarity suggests to investigate the validity of
ISP properties in the terms of threshold functions and phase transition
phenomena in random graphs. As we note before, the notion of the threshold
function is well-defined only for monotone properties. In spite of this we
first show that the property of ISP existence is monotone, rather increasing.

4.1 Monotonicity of ISP Properties

Let u,v € V(H) be arbitrary but fixed nodes and let [ be a positive integer.
Let R! , denote the property "graph G € 2 contains at least one path
P, of the length [ such that P, , is the shortest path of G”.

!

Lemma 7 The property R, , is not increasing.

Proof. For u,v € V(H), u # v, let P, , denote a u — v path of H such that
it is not a shortest path in H. Put [ the length of P, , and let G be P, ,.
Consequently, the property R!, , holds for G1. Let G2 € 2% be a new graph
such that G; € G3 and in addition, G5 contains a v — v path Py, which
length is equal to distg (u,v). It implies that P , is the shortest path in H
and also in G2. From the construction of P, , follows that [ > disty(u,v)
and thus, P, , is not the shortest path in Ga. It yields that the property
R!, , does not hold for the graph G3. ¢

Observe that each spanning subgraph G of H involves at most the same
arrangement of edges as H however, G may contain also less edges. Hence,
the following simple property holds.

Lemma 8 If G € 2 contains a path P, of the length | = disty(u,v)
then P, , 1is the shortest path in G.

However the inverse implication does not hold and that is the reason for the
fact that Rfm—like properties are not increasing. In spite of this, we will
restrict at the shortest paths with the length of disty(u,v), exclusively.

Let Q,,» denote the following property: ”graph G € 2 contains at least
one path P, , of the length disty(u,v)”. Note that from Lemma 8 follows
that P, , is the shortest path also in G.

Lemma 9 The property Q... is increasing.
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Proof. Let G € 29 be a spanning subgraph of H satisfying the property
Qu,v- Let G2 be a spanning subgraph of H such that Gi; C G>. Because
of Lemma 8, any addition of edges to G; does not affect the property Q.. ..
Hence @, holds also for the graph G2. &

Note that if for G € 2 holds the property Q, , then each u — v path
of G with the length disty (u,v) is the shortest u — v path induced by the
graph H.

4.2 Random Generalized Hypercubes
We will use the following property.

Lemma 10 Let u,v € V(GHY) be distinct nodes with distance . The
number of all different u — v paths with the length | in GHY is 1.

Proof. Recall the definition of the generalized hypercube. If the distance
of u= (u1,...,ux) and v = (v1,...,vx) is [ then vectors u and v differ in I
positions. Thus there are exactly [! possibilities how to chose the shortest
path P, ,. ¢

The following upper bound on factorial is derived from the Stirling’s
formula, cf. [9].

Lemma 11

n+1\"
1<
s ()

The main theorem of this section is the following one.

Theorem 3 Let k > 2 and let sender S and receiver R be fized nodes of
GHY with distance | > k (in GHF). Let:

2
41

~

b1

If p < Dy then the probability that an arbitrary end-to-end GHY-induced
shortest path communication protocol over a random generalized hypercube
GH € G(GHF,p) satisfies the reception requirement is approaching 0 as
l — o0.
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Proof. Let distgyx (S, R) be I. The argument is based on the Lemma 10.
We assume that k is an increasing sequence (k;)$2, and consequently the
number of nodes of GHE is increasing. We will consider GHEF as a finite
but very large graph. Supposing [ is related to k (I < k), I can be also
considered as an increasing sequence (I;)$2; Let Xg r be a random variable

on G(GHE, p) associated to the property Qs z. This random variable can
be split into indicator (0-1) random variables {p as follows:

e (p(GH) =1, if GH contains one GH-induced shortest (S, R)-path
P

3

e ¢(p(GH) =0, otherwise.
If the length of each path P is [, then it holds:
Pr¢p = 1] = p!

for all P as above. Thus,

Xs,r= Zﬁp ,

where the summation ranges over all shortest S — R paths P induced by
the graph GHP”. Let us express the expectation E(Xg gr). From Lemma 10
and the linearity of the expectation follows the following equation:

E(Xsn) = E (Y ¢r) =111

Using Lemma 11 we have:

o < (52 () -

for p=p; =2/(l+1). The Markov’s inequality, cf. [4, 9] yields:
PF[X&R > 1] < E(X&R) <1

for each p < p1. More precisely, let p = 6 - p1, where 0 < § < 1. According
to the Markov’s inequality we obtain that the probability that there is a
shortest path Ps g induced by the graph GHF in G(GHF,p) is at most §'.
Note that ' — 0 as | — oo. Let us consider an arbitrary end-to-end ISP
communication protocol P. Consequently, the probability that a packet sent
from S will be delivered to R according to P is approaching 0 as [ — oo.
Hence, the reception requirement does not hold for an arbitrary protocol P.

o
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Remark 1 In order to prove that py is the threshold function it is necessary
to use the second moment method, cf. [{]. It suggests to show that for the
variance Var(Xsg,g) it holds: Var(Xs,r) = o(E*(Xs r)) and consequently,
Xsr ~ E(Xs.r). To enumerate the variance Var(Xs r) we will use the
equation from [4, 9]: Var(Xs r) = E(X% ) — E*(Xs.r). The estimation

1
€T x
B(X3 ) ~ B(Xsr) [ 17 (%) o
1 e
yields the result:
Var(Xsr) ~ E(Xsr) - (I"° =) .

However, this approximation is too weak for our purpose. Thus the question
whether py is the threshold function still remains open.

In particular, for [ = k& we obtain the following consequence.

Corollary 1 Letk > 2 and let S and R be fized nodes of GHY with distance
k (in GHE). Put:

2
E+1°
If p < D1 then the probability that an arbitrary end-to-end GHP-induced
shortest path communication protocol over a random generalized hypercube
GH € G(GHEF,p) satisfies the reception requirement is approaching 0 as
k — oo.

P =

4.3 Random Tori

Assume two nodes u, v of T*. Recall the definition of the distance between
wand v in TF. Let us consider u, v such that [; < s/2 foreachi € {1,...,k}.
Let the length of any shortest path P, , be [ and let vectors u, v differ in k
positions. There are k ways for choosing the next step from the node u to
its neighbor along the path P, ,. This gives the following property.

Lemma 12 Assume the previous notation. Let u,v € V(TF¥) be distinct
nodes with distance l. The number of all different uw — v paths with the

length 1 in TF is:
l
(0 0)
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Note that despite the fact that [ is large enough, it may fall the case that S
and R differ in only one coordinate, say j. This situation yields that | = [;
and there is only one shortest path Pg r. Hence, for the random variable
Xg r on the probability space G(T¥,p) it holds that E(Xg ) =p' — 0 as
Il — 00. In order to eliminate such cases we will concentrate our interest
only on the pairs of nodes with "many” shortest u — v paths.

Definition 1 Two nodes u,v € V(T¥) are diagonal if for all their coordi-
nate differences ly, ..., holds: Iy =1lo = ... = .

Similarly as in the previous subsection, we claim the necessary condition for
the reception requirement of end-to-end ISP protocols.

Theorem 4 Let k > 2 be a fized integer and let k < s. Let S and R be
fized diagonal nodes of T with distance | (in T¥). Let:

pp=k"".

If p < pa then the probability that an arbitrary end-to-end T*-induced short-
est path communication protocol over a random torus T € G(TF, p) satisfies
the reception requirement is approaching 0 as | — oo.

Proof. The proof is similar to the proof of Theorem 3. We advert mostly the
main differences. We assume s to be an increasing sequence (s;)52,, whereas

k be a constant. Let Qg r denote the following property: "graph T € 2T
contains at least one path Ps g of the length distpx (S, R) = [, under the

condition that S and R are diagonal”. Let X§p be a random variable
on G(TF,p) associated to the property Qg’ r- Consequently, X SD’ R counts
the number of paths Ps g in random torus T € G(T¥,p). Let E(XZp)
denote the expectation of X g g~ By the same manner as in the proof of the
Theorem 3 and using Lemma 12 we obtain the following equation:

I I p
E(XER) = h=
Xsw) = 770 P = TmT
since Iy = ... =1l ={/k. According to Lemma 11 it holds:

1+1\
E(XSR) ~ (H——k) kph < (kp)' .
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The same estimation can be also claimed from the Stirling’s formula, since
k < l. Hence, the Markov’s inequality yields the inequality:

PriX{,>1] < E(X§R) <1
for each p < p = 1/k. Moreover, for p =6 - p2 and 0 < § < 1 we have:
PriX§,>1 <4,

and 6' — 0 as | — oco. The rest is the same as in the proof of the Theorem
3. O

The question whether D5 is the threshold function remains open but the
value p» for k = 2 matches the threshold stated for square bond percolation
from H. Kesten [17].

5 Conclusion

Motivated by the concept of robustness communication in the reliability
networks, we have designed the protocols for end-to-end induced shortest
path communication problems. We have also stated the necessary condi-
tions for a faulty-free communication with respect to the defined communi-
cation model. The question whether the values p; and ps are the threshold
functions remains open. (See thereinbefore.)

Our results together with the works of M. Ajtai, et al. [3], H. Kesten
[17], M. Nehéz and D. Berndt [31] represents also a contribution to the
detailed investigation of phase transition behavior of random H-type graphs
in their critical phase. The future works may concern e.g. the generalization
to other topologies and also a more accurate analysis of the end-to-end
communication protocols.
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